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Motivation

® The current state of design thinking about security has led to many
gaps in information systems security.

Guidelines for the Security of Information Systems and Networks: Towards a Culture of Security
(Organisation for Economic Co-operation and Development (2002))-

A “growing number and wider variety of threats and vulnerabilities” marks
the Internet Age.

“Only an approach that takes due account of the interests of all
participants, and the nature of the systems, networks, and related
services, can provide effective security.”

® \We need a design theory for information systems and business
models with principles of form and function:

1) that enable stakeholders to integrate the broad range of
security concerns and potential responses,

2) in a balance that satisfies stakeholders’ objective and
aesthetic conception of quality and trustworthiness.
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Trustworthy Systems

“Security policies are assumed to be internally consistent and to reflect the
requirements of the organization to which they apply. Similarly, security
mechanisms are assumed to work correctly and to perform the functions for
which they are intended. These crucial aspects of trustworthiness are

commonly glossed over because they are difficult to quantify or analyze.”
Elisabeth Sullivan

Part 6, (Bishop (2002), Computer Security: Art and Science, Addison-Wesley, Boston, MA.)

Trust in information systems must be driven by a combination of:
|) responding to the stakeholders’ tacit expectations and
2) shaping those expectations by crafting a security model that
defines trustworthy systems behaviors and outcomes.
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Security Design Aspects
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Conclusion

This is only a first step toward a design theory for trustworthy
information systems.

Pedagogical applications of Thriving Systems Theory have shown
positive results in improving student design performance but, we
have no “industrial-strength” experience to this point.

Our next step is to develop a choice-property guided design
methodology - ideally for artifact design and implementation in
the “field.”

Framing security design through a lens of Thriving Systems
Theory informs the security intentions and security mechanisms
encompassing stakeholder, policy maker, and developer.

Our focus on artifact resonance with stakeholder intentions
defines trustworthiness as a product of a subjective and objective
portfolio of design concerns that must be managed in harmony.
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A special ontology of design
o constructs: why, how, what
J The Why establishes the purpose of the artifact based on the intention and mindset of the designer
J The How determines the mode of implementation of the artifact as process or methodology

U The What is the product of the implementation that is the design effort’s attempt at addressing the
intention

o relationships
J the Why informs the How through design (v)
o the How produces the What as artifact, edifice, model or system
J the Why perceives the What’s characteristics

U the implementation of What bypassing design(v) might be called artistry where the intention is rendered
directly in the artifact (given that any material art product involves some implementation if not
“design(v)”)

o modifiers
o the Why is conditioned by scientific knowledge, culture and/or belief in forming intention

J the conceptual metaphor is the designer’s mental model characterizing both the objective and subjective
constructs to be produced in What by How

o the conceptual metaphor translates the Why through design (v) to instruct the How
o the How implements the What incurring cost and exhibiting efficiency

o the What’s design(n) characteristics are perceived by the Why through the conceptual metaphor to
interpret the What’s characteristics to exhibit satisfaction and/or effectiveness

o the How is conditioned by existing craft that may be altered with implementation experience through
innovation

The metaphorical lens is both the source of instruction between the Why and How as well as the standard for
interpretation from which the assessment of satisfaction will be realized

It’s interesting to note that although the characteristics of What seem to be the focus of design(v), only How is
engaged directly with Why. It is as though How is the object of design rather than What. What simply provides the
test case (the design(n)) that is evaluated as consistent or not against the Why, the result of the conveyance of
Why’s intention to How!?
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Organizations design artifacts.
Organizations design processes.

Perhaps the most important
artifact organizations should design
is “‘why they design!”



