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1.  Introduction 
 
This document provides an overview of the key architectural characteristics and content 
of the proposed MSIS 2016 master’s level curriculum recommendation. Section 2 
discusses the progress of the project since Summer 2016. Section 3 describes the role of 
competencies as key architectural components of the curriculum, and Section 4 
articulates the overall competency structure, including the distinction between pre-
program competencies and those expected to be gained during the program and the 
distinction between core and specialized competencies. Section 5 outlines core 
curriculum content by describing competency areas, categories, and competencies. 
Section 6 describes the next steps in the curriculum development process. 
 
This document can be used independently, but the MSIS task force strongly recommends 
that it be used together with the revised version of the task force’s June 2015 deliverable. 
The June 2015 document provides important background information on the revision 
project, the role of MS Programs in Information Systems, assumptions underlying the 
MSIS degree, the overall proposed changes to MSIS 2006, and other important issues. 
The entire revised June 2015 document is available at msis2016.org, and its executive 
summary is enclosed in this document as an Appendix. 
 
The purpose of this document is to give the IS community and its key stakeholders an 
opportunity to provide the task force with feedback regarding the proposed competency 
structure and the curriculum project as a whole. Nothing in the report is set in stone, and 
the task force is grateful for all comments. 
 
2. Project Progress since Summer 2016 
 
At the end of June 2015, the task force released its first public deliverable and the project 
website msis2016.org with the invitation for the IS community to comment on the task 
force’s work. This was followed by panel presentations and feedback sessions at PACIS 
2015 and AMCIS 2015, building on a successful panel at ECIS 2015. In addition, there 
were several presentations at various national professional meetings. Comments from 
these sessions have been incorporated in the revised version of the June 2015 document 
that is now available on the project website.  
 
In Fall 2015, the task force conducted an industry survey and a faculty survey that 
provided valuable feedback for the revision process. In addition, the task force continued 
to present its work at professional meetings, including the MIS Academic Leadership 
Conference in Tucson, AZ and the China Computing Education Conference in Tianjin, 
China, both in November 2015. The work of the task force was coordinated with regular 
conference calls. 
 
The results of the surveys and feedback from the conference presentations were essential 
sets of source materials for the second face-to-face meeting of the task force that was 
organized in conjunction with ICIS 2015 in Fort Worth, TX. The foundations of the 
current version of the competency structure articulated in this document were developed 
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at that meeting. The task force also had an opportunity to present the results immediately 
at the AIS SIG-ED 2015 meeting in the form of two research presentations and a panel. 
In January and February 2016, the task force has continued to refine the competency 
model and add details to it. 
 
3.  Competencies as Key MSIS 2016 Architectural Components 
 
In this section, we will discuss the underlying conceptual structure of the proposed MSIS 
2016 curriculum recommendation. In brief, the curriculum is specified using graduate 
competencies as its foundational element, instead of courses or knowledge areas, units, 
and topics. 
 
Historically, most computing curriculum documents have been structured around a 
typically hierarchical Knowledge Area – Knowledge Unit – Topic (KA/KU/Topic) 
structure that together forms a Body of Knowledge. For example, the most recent 
Computer Science curriculum recommendation (CS2013) has 18 knowledge areas and 
within each 5-12 knowledge units. Each knowledge unit, in turn, is divided into topics. 
For example, the Information Management knowledge area has 12 knowledge units, such 
as Relational Databases. This knowledge unit has 11 topics, which are very familiar to 
those who teach IS courses in this area, including Mapping conceptual schema to 
relational schema, Entity and referential integrity, etc. This approach is featured in the 
left side panel of Figure 1. 
 
A potential problem with the KA/KU/Topic structure is, however, that it focuses mostly 
on cognitive aspects of learning and leaves experiential elements out. A curriculum based 
on a knowledge area structure conveys relatively little on what the graduates are able to 
do at the time of graduation. Some observers might find this perfectly acceptable because 
they don’t view applicable skills and attitudes as a goal of university education; for others, 
it is a major problem because they hold a broader view of the goals of a university degree. 
 
Prior IS model curricula have always included some type of a representation of an IS 
Body of Knowledge, but none of the IS curricula have been structured around the BoK 
structure in the same way as the other computing curricula. Instead, the IS curricula have 
been represented mainly through courses (both core and specialized) with learning 
objectives and topics, as specified in the right side panel of Figure 1. This approach has 
been used in IS 2002 (Gorgone et al., 2002), IS 2010 (Topi et al., 2010), MSIS 2000 
(Gorgone and Gray, 2000), and MSIS 2006 (Gorgone et al., 2006). The main challenge of 
this approach is that it typically presents a course specific view without providing a 
detailed program level representation of expected graduate capabilities. Some of these 
curricula—particularly IS 2010—dedicates significant attention to the specification of 
program level graduate capabilities at a high level of abstraction, but even this document 
never maps the course level with the program level to analyze or demonstrate how the 
courses contribute to the way in which students achieve the program level objectives. An 
illustration of IS 2010 high-level capabilities is included in Section 5, where they are 
mapped to MSIS 2016 competency areas. 
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From the beginning of the project, the MSIS 2016 task force has followed a third and 
increasingly commonly used model, illustrated in the middle panel of Figure 1. Instead of 
specifying a body of knowledge or a set of courses, this curriculum specification 
identifies a set of graduate competencies. In this context, we use the term competency to 
refer to graduate ability to use their knowledge, skills, and attitudes to perform specified 
tasks successfully. Using more refined language, Lockoff et al. (2010, p. 21) defines 
competencies as follows: 
 

“Competences represent a dynamic combination of cognitive and metacognitive skills, 
demonstration of knowledge and understanding, interpersonal, intellectual and practical skills, and 
ethical values.” 

 
We are aware of the complex discussion associated with the term competency (see, e.g., 
Hoffman, 1999; Paquette, 2007). In this context, it is not our intent to contribute to that 
conversation but to simply specify competency as an integrative concept that brings 
together graduate knowledge, skills, and attitudes. 
 
The MSIS 2016 curriculum specifies high-level competency areas. The competency areas 
are, in turn, divided into competency categories, and the actual competencies are 
specified under the categories. Competency areas and competency categories are much 
more stable and less technology-dependent than the competencies themselves. In addition, 
there will be much more local variation in the competencies than at the higher levels. 
Therefore, the competencies should be seen as current examples with a relatively high 
likelihood of changes and local variations, whereas the areas and categories provide 
longer-term guidance with a higher level of stability. 
 
Each competency area has a name, a brief (paragraph long) description, and three to five 
high-level dimensions. Each category is specified with a name and a brief description, as 
is each competency within a category.  A more detailed description of this structure is 
provided in Section 4. 
 
4. Overall Competency Structure 
 
4.1 Big Picture 
 
Overall, an MSIS program develops four types of competencies: Computing 
Competencies, IS Management Competencies, Individual Foundational Competencies, 
and Domain Competencies. The first two are, in practice, so closely intertwined that is 
easier to discuss them together. Figure 2 presents an overview of the MSIS competency 
area structure. The rest of this section discusses its elements at a more detailed level. 
   
4.2 Computing and IS Management Competencies 
 
Computing and IS Management Competencies together form the core of the MSIS 
competency specification: the competencies included in this element are distinctively 
Information Systems competencies. This is unlike Foundational Competencies and 
Domain Competencies (see 4.3. and 4.4, respectively) that are, in practice, shared as 
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outcomes with many other program types. Most of this document will be dedicated to 
providing a more detailed review of the competency areas, categories, and competencies 
within this integrated element. Computing and IS Management are presented together 
within the same element because the computing and IS management components of the 
competencies themselves are often so strongly intertwined that it is very difficult, if not 
impossible, to separate them from each other. The list of the competency areas is 
included in Figure 2. These areas, categories, and competencies are specified at a 
significantly more detailed level in Section 5.1 and illustrated in Figure 3 and Tables 1 
and 2 within Section 5.                                                 
 
4.3 Individual Foundational Competencies 
 
Individual Foundational Competencies are those competencies that are necessary for all 
knowledge professionals in a variety of professions, such as communication, 
collaboration, and problem solving. The specific competencies chosen for this curriculum 
document are based on the collection articulated in IS 2010. This list has been modified 
by separating from each other competencies that were presented together in IS 2010. The 
list of these competencies is included in Figure 2 and specified at a more detailed level in 
Section 5.2. 
 
4.4 Domain Competencies 
 
As discussed in the task force’s first deliverable, the MSIS is a professional practice 
master’s degree that always integrates computing and IS management with a specific 
domain of practice (such as business, health care, legal environment, government, K-12 
education, higher education, etc.). MSIS 2016 will not articulate a set of competencies for 
any single domain of practice to avoid the impression of giving one domain a priority 
status, but it will provide links to sample competency specifications for several domains. 
 
4.5 Prerequisite Competencies vs. Program Competencies 
 
Most computing curricula are targeted to the undergraduate level and thus, for them, the 
qualifications of the students entering a degree program are typically defined as a 
secondary education (e.g., high school) degree. As a master’s degree, MSIS has to 
consider additional dimensions of the incoming student background. The first 
requirement for incoming MSIS students is an earned bachelor’s degree. In most contexts, 
a bachelor’s level requires about 120 semester credit hours or 180-240 ECTS credits (3-4 
years of full-time work). This is, however, just a basic technical requirement.  
 
In addition, for an MSIS degree to achieve its objectives regarding graduate 
competencies, it is important that incoming students have already acquired a certain set of 
prerequisite competencies related to Computing and IS Management. In earlier versions 
of the MSIS curriculum, these have been specified as prerequisite courses. In the case of 
MSIS 2006, these courses included IS Fundamentals and Programming, Data, Files, and 
Object Structures (both specified as IS 2002 courses). In MSIS 2016, the task force has 
moved to a model that specifies a set of prerequisite competencies. Many of them are 
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within the same competency areas that include competencies specified for MSIS 
graduates, but to be gained at an earlier stage. Specifically, the prerequisite competencies 
are included in the Data, Information, & Content Management, IT Infrastructure, and 
Systems Development and Deployment areas (Figure 2; see also Section 5 for details). 
 
As for the Individual Foundational Competencies, MSIS 2016 does not make specific 
assumptions regarding the competencies that incoming students have. It does, however, 
assume that the undergraduate/first cycle degree requirement has given students 
competencies in oral communication, written communication, leadership and 
collaboration, negotiation, analytical and critical thinking, creativity, ethical analysis, and 
problem solving (as specified, for example, in IS 2010). As a master’s degree, MSIS 
2016 will be building on these competencies, strengthening them and bringing them to a 
level that is compatible with master’s level expectations. 
 
Please note that MSIS 2016 will not take a stand regarding the way in which the 
prerequisite competencies can be acquired. Clearly one way to get them is to have an 
undergraduate degree in Information Systems or in a related applied computing discipline. 
It is also possible that an incoming student has acquired the required competencies 
through work experience (which, of course, needs to be verified with appropriate testing). 
Finally, the prerequisite competencies can be achieved by taking bridge courses before 
the actual graduate program starts. Whichever mechanism is used, it is essential that the 
competencies are attained in a way that allows the student to fully use the prerequisite 
competencies as part of the master’s level study process—the master’s program should be 
built on the assumption that all students have the prerequisite competencies and are able 
to use them. 
 
4.6  Core Competencies vs. Specialized Competencies 
 
As indicated in Figure 2, Specialized competencies consist of additional Computing and 
IS Management competencies that build on the core competencies and allow the 
graduates to perform more sophisticated tasks and act in more specialized professional 
roles. It is typical for MSIS programs to include career tracks that require the 
development of specialized competencies within a specific area of expert knowledge, 
such as security or analytics.  
 
5. Competency Specifications 
 
This section will provide detailed descriptions of the nine competency areas for 
Computing and IS Management (overview in Figure 3; details in Section 5.1) and the 
Individual Foundational Competencies (Section 5.2).  
 
5.1 Specifications of Competency Areas, Competency Categories, and Competencies for 
Computing and IS Management 
 
The task force has benefited significantly from the following sources when developing 
the competency structure proposed in this section: 
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• The European e-Competence Framework (e-CF) 3.0: a Common European 
Framework for ICT Professionals in All Industry Sectors (www.ecompetences.eu) 

• The Skills Framework for the Information Age (SFIA) (www.sfia-online.org/en) 
• O*NET (Occupational Information Network) (www.onetonline.org) 
• 2012 Clinger-Cohen Core Competencies & Learning Objectives 

(https://cio.gov/wp-content/uploads/downloads/2013/02/2012-Learning-
Objectives-Final.pdf) 

 
The task force gratefully acknowledges the significant impact of all these outstanding 
specifications of IT professional competencies on the process of MSIS 2016 competency 
development. In addition to these specifications, the task force utilized primary data 
collected from MSIS program directors, current students, alumni, and corporate 
stakeholders regarding graduate competency priorities.  
 
Material from all these sources was integrated in a multi-staged grouping process that 
took place at the competency category level: the categories were first grouped into 
competency areas and then individual competencies were articulated for each of the 
competency categories. A discussed above, the individual competencies are less stable 
than the areas and categories, and they are not intended to be exhaustive. 
 
Before the detailed descriptions, the document includes two tables: first, Table 1 presents 
a summary of the competency areas and categories to provide a convenient overview of 
the Computing and IS Management competencies. Second, Table 2 presents a mapping of 
IS 2010 high-level competencies and core MSIS 2016 structures. 
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MSIS	2016	Proposed	Competency	Areas	and	Competency	Categories
MSIS 2016 Computing and IS Management Competency Areas

Business	Continuity	and	Information	Assurance

1 Managing	and	implementing	cybersecurity
2 Responding	to	and	managing	IS	problems
3 Monitoring	system	operations
4 Managing	system	recovery
5 Managing	Information	Systems	risks
6 Protecting	IT	assets
7 Developing	information	assurance	strategy
8 Continuity	engineering
9 Implementing	and	managing	quality	audit	processes
10 Assuring	safety	throughout	systems	lifecycle

Data,	Information	and	Content	Management

1 Understanding	key	data	and	information	concepts	and	the	data	and	
information	management	lifecycle

2 Capturing	and	structuring	data	and	information	requirements	using	
appropriate	conceptual	modeling	techniques

3 Developing	a	logical	level	representation	of	data	based	on	a	conceptual	model
4 Implementing	a	database	solution	to	serve	systems	consisting	of	multiple	
applications

5 Using	a	contemporary	data	manipulation	and	retrieval	language	effectively

6 Selecting	appropriate	data	management	technologies	based	on	the	needs	of	
the	domain

7 Securing	domain	data	and	protecting	user	privacy	and	organizational	
intellectual	property	using	appropriate	technical	solutions

8 Designing	and	implementing	a	data	warehouse	using	a	contemporary	
architectural	solution

9 Creating	a	scalable	infrastructure	for	large	amounts	of	data	using	parallel	and	
distributed	technologies

10 Developing	and	implementing	organizational	information	management	policies	
and	processes	

11
Integrating	and	preparing	data	captured	from	various	sources	for	analytical	use

12 Selecting	and	using	appropriate	analytics	methods

Pre-master's

Master's
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13 Designing	and	implementing	architectures	for	organizational	content	
management	systems

Enterprise	Architecture

1 Understanding	enterprise	architecture	principles	and	the	value	it	provides	to	
businesses

2 Participating	in	building	and	maintaining	an	EA
3 Communicating	and	deploying	an	EA
4 Using	an	EA	to	influence	IS/IT	related	organizational	improvement	projects

Ethics,	Impacts	and	Sustainability

1 Designing	and	managing	sustainable	IT	operations
2 Managing	IT	facilities	sustainably
3 Aligning	IT	with	organizational	sustainability	policy
4 Managing	sustainable	procurement	practice
5 Managing	contracts	ethically
6 Maintaining	compliance	with	legislation,	regulations,	and	standards
7 Ensuring	that	protection	of	privacy	and	integrity	guide	all	IT	practices
8 Maintaining	an	ethical	culture
9 Understanding	the	ethical	implications	of	IS-related	decisions

Innovation,	Organizational	Change	and	Entrepreneurship

1 Understanding	where	and	how	to	monitor	the	technology	environment
2 Engaging	in	entrepreneurial	thinking
3 Developing	a	business	plan
4 Innovating	by	exploiting	an	emerging	method	or	technology
5 Understanding	the	diffusion	curve	and	how	to	leverage	different	adopters
6 Understanding	how	to	apply	creative	problem	solving	to	technology-related	
issues

7 Contributing	to	organizational	development
8 Identifying	opportunities	for	and	designing	process	improvement
9 Analyzing	and	documenting	business	activities

IS	Management	and	Operations

Pre-master's
1 Know	and	apply	widely	used	Project	Management	tools	and	techniques

Master's
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2 Managing	the	IS/IT	function
3 Managing	IS/IT	staff
4 Managing	IS/IT	service	production
5 Managing	IS/IT	sourcing	models
6 Managing	and	coordinating	information	resources
7 Implementing	relevant	IT	governance	frameworks	withing	the	organization	
based	on	strategic	guidance

8 Understanding	laws	and	regulations	directly	affeting	IS/IT	management	and	
operations

9 Managing	IS/IT	projects	and	programs
10 Managing	IS/IT	project	portfolios
11 Managing	software	and	hardware	development	and	maintenance

IS	Strategy	and	Governance

1 Conducting	IS	strategic	analysis
2 Making	a	financial	case	for	IS
3 Managing	IS/IT	sourcing	strategies
4 Engaging	in	IS	strategic	planning
5 Planning	and	implementing	IS	governance
6 Understanding	laws	and	regulations	directly	affecting	IT	management	and
operations

7 Planning	for	and	improving	sustainability

IT	Infrastructure

1 Designing	data	communication	networks	and	data	center	and	server	solutions
2 Selecting	appropriate	client	devices	to	support	the	needs	of	a	domain
3 Securing	IT	infrastructures

4 Specifying	and	monitoring	infrastructure	contracts
5 Negotiating	contracts	and	managing	infrastructure	vendors
6 Managing	infrastructure	risks
7 Designing	virtualization	solutions
8 Designing	infrastructure	solutions	using	external	service	provider(s)	(cloud	
computing)

9 Maintaining	a	set	of	standards	and	policies	and	understand	the	key	laws	and	
regulations	to	relevant	infrastructure	decisions

10 Monitoring	emerging	technologies	to	understand	their	potential	to	support	the	
domain

Pre-master's

Master's
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Role	of	Information	Systems	in	Organizations	(Foundational	Understanding	of	IS)

To	be	specified	later

Systems	Development	and	Deployment

1 Documenting	existing	systems
2 Specifying	and	documenting	systems	requirements
3 Identifying	and	selecting	from	systems	design	and	implementation	alternatives
4 Designing	systems
5 Designing	user	experiences
6 Implementing	a	systems	solution	using	a	modern	program	language

7 Selecting	between	systems	development	approaches
8 Managing	plan-based,	hybrid,	and	agile	development	approaches
9 Specifying	and	documenting	systems	requirements
10 Designing	systems
11 Implementing	and	testing	an	application
12 Installing	and	integrating	a	new	application
13 Managing	external	systems	development	resources
14 Managing	IS	development	projects

Master's

Pre-master's

Pre-master's	
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Comparison between MSIS 2016 Competency Areas and IS 2010 Highlevel IS 
Capabilities 
 
 

IS 2010 HighLevel IS Capabilities  MSIS 2016 Competency Areas 

Improving organizational processes  Innovation, Organizational 
Change, and Entrepreneurship 

Exploiting opportunities created by 
technology innovations 

IS Strategy and Governance 
 
Innovation, Organizational 
Change, and Entrepreneurship 

Understanding and addressing 
information requirements 

Data, Information & Content 
Management 

Designing and managing enterprise 
architecture 

Enterprise Architecture 

Identifying and evaluating solution 
and sourcing alternatives 

Systems Development and 
Deployment 

Securing data and infrastructure  Business Continuity and 
Information Assurance 

Understanding, managing, and 
controlling IT risks 

Business Continuity and 
Information Assurance 

  IS Management and Operations 

  IT Infrastructure 

  Ethics and Impacts 
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Comparison with IS 2010 Knowledge and Skills of IS Graduates 
 
 

IS 2010 Knowledge and Skills  MSIS 2016 Competency Areas 

Identifying and designing opportunities for 
ITenabled organizational improvement 

Innovation, Organizational Change, and 
Entrepreneurship 
 
IS Strategy and Governance 
 
Data, Information, and Content Management 

Analyzing tradeoffs  Enterprise Architecture 
 
Systems Development and Deployment 

Designing and implementing information 
systems solutions 

Systems Development and Deployment 
 
Enterprise architecture 
 
IT Infrastructure 
 
Data, Information, and Content Management 

Managing ongoing information technology 
operations 

IS Management and Operations 
 
Business Continuity and Information Assurance 
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Competency Area: Business Continuity and Information Assurance 
 
Area Description: Business Continuity and Information Assurance competency area 
mainly concerns the continuity, auditing and assurance of the information systems. It 
generally covers areas such as risk avoidance, security management as well as quality 
auditing. The challenging issues related to business continuity and information assurance 
span from tactical and strategical to technical and operational levels. They often involve a 
range of processes from management, such as policy and standard setting, to hands on 
skills, such as system contingency and recovery planning.  
 
High-level area competencies 
 
The graduates will be able to: 

1. Create policies and standards for business continuity and information assurance. 
2. Plan and implement procedures, operations and technologies for managing risk 

and trust, security and safety, as well as business continuity and disaster recovery. 
3. Monitor, control and institutionalize the protection and growth of the hardware, 

software and information assets within information systems. 

[Note: the individual competencies within the categories below are not intended to be 
comprehensive and are potentially more time-dependent than the competency areas and 
categories. The individual competencies descriptions all start with “Graduates will be 
able to,” which is not included to avoid repetition.] 

Competency Categories and Competency Examples — Pre-master’s 
 None explicitly expected. 

Competency Categories and Competency Examples — Master’s 
1. Managing and implementing cybersecurity 

a. Develop, implement and maintain security policy and technical procedures 
to protect and defend the data and network systems in the organization.  

b. Monitor and control security related events, such as detecting intrusion, 
identifying fraud and responding to security incidents.  

c. Understand essential system and network security related technologies, 
including cryptology, security protocols and framework, firewall and IDS 
tools, etc. 

2. Responding to and managing IS problems  
a. Respond to problems and incidents raised during the business operations, 

in order to minimize the interruption to the data and system access.  
b. Investigate incidents and analyze and report results of these investigations. 
c. Apply standard digital forensic and cybercrime prevention techniques. 

3. Evaluating the continuity of system operations through monitoring 
a. Monitor and track the system operations in order to assure the smoothness 

and continuity while avoid and reduce interruptions and incidents.  
b. Track system performance, monitor security and analyze user behavior. 
c. Assess the running conditions of the IS system within an organization, and 

take appropriate actions when unexpected events occur. 
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4. Managing system recovery  
a. Initiate recovery and contingency plans and operations in the events of 

system failures or security compromises, in order to keep the IT assets 
resilient to any interruptions of normal business conditions. 

b. Manage the processes of system isolation and restoration, disaster 
recovery and crisis management. 

c. Containing system faults and bringing the system up and back to running 
from problematic situations. 

5. Managing Information Systems risks  
a. Assess and identify potential risks to the information systems and execute 

necessary actions to avoid and reduce the threats from the risks.  
b. Identify vulnerabilities and threats. 
c. Monitor and mitigate risks. 

6. Protecting IT assets  
a. Plan and manage the IT assets, including the system, network, databases 

and established processes and practices within the organization. 
b. Protect the IT assets from internal and external damages caused by 

careless or malicious threats. 
c. Maintain Confidentiality, Integrity and Availability (CIA). 
d. Enforce regulatory requirements and contracts. 

7. Developing information assurance strategy 
a. Develop the leadership and oversight in setting corporate level strategy 

and policy to assure cost-effective and confident management of the 
information systems within the organization.  

b. Integrate protection from risks and security threats. 
8. Engineering systems for continuity 

a. Ensuring continuous operation of the IT assets in all phases of the 
lifecycle of the information systems.  

b. Apply techniques of continuity-aware planning top IT procurement. 
c. Execute remedial and contingency planning. 

9. Implementing and managing quality audit processes 
a. Assess and audit the integrity and quality of the IT provisions in the 

organization.  
b. Monitor and analyze risks and business objectives in order to improve 

business and IT alignment so that the organization may achieve business 
continuity.  

c. Use auditing and monitoring tools and measures. 
d. Perform impact analysis and assessment. 

10. Assuring safety throughout systems lifecycle 
a. Assure safety during all phases of systems development, maintenance and 

reuse.  
b. Anticipate safety hazards and perform risk analyses.  
c. Perform hazard analyses and risk assessments. 
d. Conducting safety assurance planning and compliance. 
e. Incorporate safety in systems architectural design. 
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Competency Area: Data, Information and Content Management 
 
Area Description: Data, Information, and Content Management area covers competencies 
that enable the graduates to be effective contributors in processes that improve the 
domain’s ability to achieve its goals using structured and unstructured data and 
information effectively.   
 
High-level area competencies 
 
The graduates will be able to: 

1. Identify data and information management technology alternatives, select the 
most appropriate options based on the organizational information needs, and 
manage the implementation of the selected options. 

2. Identify, create, and manage organizational policies and processes related to data 
and information management, balancing multidimensional requirements, such 
legal and regulatory requirements, ethical considerations and implications of 
technology decisions, organizational business requirements, data quality issues, 
and requirements of operating in an international environment. 

3. Analyze the needs of a domain and determine how those needs can be best 
addressed with data, information, and content management solutions. 

 
[Note: the individual competencies within the categories below are not intended to be 
comprehensive and are potentially more time-dependent than the competency areas and 
categories. The individual competencies descriptions all start with “Graduates will be 
able to,” which is not included to avoid repetition.] 
 
Competency categories and competency examples — Pre-master’s 
 

1. Understanding key data and information concepts and the data and information 
management lifecycle 

a. Explain the differences between data, information, and knowledge. 
b. Explain the reasons why data, information, knowledge, data management, 

and content management solutions are essential for human activity. 
c. Separate the lifecycle stages from each other conceptually. 
d. Understand the actions required during each of the stages. 
e. Understand the connection between systems lifecycles and data 

management lifecycles. 
2. Capturing and structuring data and information requirements using appropriate 

conceptual modeling techniques 
a. Interview and observe users to identify their data needs. 
b. Evaluate domain activities to understand how they can be improved with 

effective use of data. 
c. Structure domain data requirements using Enhanced Entity-Relationship 

modeling. 
3. Developing a logical level representation of data based on a conceptual model 

a. Convert an EER model into a relational data model. 
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b. Analyze the normalization status of a relational model and convert it to the 
third normal form. 

4. Implementing a database solution to serve systems consisting of multiple 
applications 

a. Write SQL code to implement a relational database based on a relational 
data model. 

b. Design and maintain an effective indexing solution for a relational 
database that supports transaction processing. 

5. Using a contemporary data manipulation and retrieval language effectively  
a. Implement a relational database using the DDL features of SQL. 
b. Retrieve data from a complex relational database using the DML features 

of SQL. 
c. Insert, update, and delete data in a relational database using the DML 

features of SQL. 
 
Competency categories and competency examples — Master’s 
 

6. Selecting appropriate data management technologies based on the needs of the 
domain 

a. Understand differences between technologies for operational databases, 
structured data warehouses, and repositories for unstructured data. 

b. Design a technology architecture for organizational data management. 
c. Select appropriate technology options for each of the architectural 

categories. 
7. Securing domain data and protecting user privacy and organizational intellectual 

property using appropriate technical solutions 
a. Identify appropriate data encryption technologies. 
b. Implement data access policies in the context of a database management 

system. 
8. Designing and implementing a data warehouse using a contemporary architectural 

solution 
a. Understand the differences between an enterprise data warehouse and data 

mart and select an appropriate solution for an organization. 
b. Design a schema for a data warehouse using one of the standard design 

approaches (such as star or snowflake schema). 
c. Implement a data warehouse using a contemporary technology solution. 

9. Creating a scalable infrastructure for large amounts of data using parallel and 
distributed technologies 

a. Architect solutions for the storage and management of large volumes of 
heterogeneous data using Hadoop. 

b. Architect solutions for the storage and management of large volumes of 
heterogeneous data using NoSQL technologies. 

10. Developing and implementing organizational information management policies 
and processes 

a. Align information use with the goals of the domain. 
b. Ensure proper access to information. 
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c. Manage the policies regarding security, privacy, compliance with laws and 
regulations, and quality of data. 

11. Integrating and preparing data captured from various sources for analytical use 
a. Identify appropriate data sources. 
b. Design processes for extracting, transforming and loading (ETL) data to 

the analytical environment. 
c. Implement ETL processes in an organizational environment. 

12. Selecting and using appropriate analytics methods 
a. Identifying appropriate analytics methods for given tasks. 
b. Using an analytics platform to perform basic analytics tasks. 
c. Reporting the results of an analytics task. 

13. Designing and implementing architectures for organizational content management 
systems 
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Area: Enterprise Architecture 
 
Area description: 
Enterprise architecture has two aims: managing the complexity of information systems and 
technologies and fit these with the strategy of the organization. The area covers 
competences that enable graduates to participate in planning, building, using, maintaining 
and evaluating the architectures. 
 
High-level area competences 
 
The graduates will be able to: 
1. Design an enterprise architecture (EA). This involves identifying and applying a formal 

approach to EA development, performing the multistage process of developing an EA, 
identifying the EA change needs and applying them to the EA. The graduates are able 
to incorporate information, business processes, technology platforms, applications, 
software, and hardware in the EA while considering the alignment between business 
requirements and technology development. 

 
2. Deploy and maintain an enterprise architecture. This involves conveying the 

architecture to business process owners, software development and maintenance 
projects, and infrastructure planners, taking into account the current status of the 
projects and infrastructure. This also includes gathering input from the enterprise and 
from technology developments for maintaining the architecture and performing 
architecture maintenance. 

 
[Note: the individual competencies within the categories below are not intended to be 
comprehensive and are potentially more time-dependent than the competency areas and 
categories. The individual competencies descriptions all start with “Graduates will be able 
to,” which is not included to avoid repetition.] 
 
 
Competence categories and competence examples — Pre-master’s 
 
 None explicitly expected. 
 
Competence categories and competence examples — Master’s 
 

1. Understanding enterprise architecture principles and the value it provides to 
businesses 

a. Justify the value of building and maintaining an enterprise architecture. 
b. Understand and compare various architectural forms (such as SOA, event 

driven, peer-to-peer). 
c. Use confidently EA taxonomies and concepts.  
d. Prepare the organization to have an EA. 

 
2. Participating in building and maintaining an EA 

a. Suggest an appropriate EA framework and methodologies for an 
organization (such as The Open Group Architecture Framework TOGAF, 
Federal Enterprise Architecture Framework FEAF, The Zachman 
framework). 
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b. Model the enterprise from various architectural perspectives using a specific 
architecture framework. 

c. Participate effectively in a process of building an EA conducted using a 
specific framework model. 

 
3. Communicating and deploying an EA 

a. Select and justify an appropriate deployment strategy (such as replacement 
or incremental). 

b. Understand deployment patterns and anti-patterns. 
c. Manage the necessary organizational changes. 
d. Establish an EA practice. 
e. Communicate the enterprise architecture effectively to relevant stakeholders. 

 
4. Using an EA to influence IS/IT related organizational improvement projects 

a. Bring the EA view into organizational improvement projects that are likely 
to affect (and be affected) by the EA. 

b. Use the EA effectively to support the interoperability of systems and 
services. 

c. Use the EA effectively to support the scalability of systems and services. 
d. Support high-level system usability using an EA. 
e. Ensure that the development of IS/IT is aligned with domain changes. 
f. Ensure alignment between business architecture, information architecture, 

and IT architecture. 
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Competency Area: Ethics, Impacts, and Sustainability 
 
Area Description: The ethics and impacts competency area covers the conceptualization 
and implementation of environmentally and socially sustainable IT solutions that are 
aligned with the responsibilities of organizations as well as in compliance with legislative 
and regulatory requirements and industry standards. This competency area addresses key 
questions such as environmental and social sustainability, safety and health, privacy and 
integrity. It also covers the impact of IT on the nature of work and workplaces and 
explores how culture and ethics (internal pertaining to organizations and external 
pertaining to stakeholders) shape behavior. These areas tend to be aligned with a strategic 
or a tactical level of organizational decision making. 
 
High-level area competencies 
 
The graduates will be able to: 

1. Understand and apply sustainable approaches for IT solutions development, IT 
procurement, IT operations, IT resources management and other IT practices. 

2. Ensure safety and avoid health hazards for contract arrangements with external 
parties and internal systems development, maintenance and reuse.  

3. Ensure that privacy and integrity guide all IT practices. 
4. Interpret and comply with legislative and regulatory requirements governing IT 

practices as well as industry standards for IT practices, and understand how 
culture and ethics shape compliance behavior. 

 
[Note: the individual competencies within the categories below are not intended to be 
comprehensive and are potentially more time-dependent than the competency areas and 
categories. The individual competencies descriptions all start with “Graduates will be 
able to,” which is not included to avoid repetition.] 
 
Competency categories and competency examples — Pre-master’s 
 
 None explicitly expected. 
 
Competency categories and competency examples — Master’s 
 

1. Designing and managing sustainable IT operations 
a. Plan for and manage IT assets, systems using processes and practices that 

reduce consumption of energy and constrain disposal of materials.  
b. Determine relevant methods and tools for addressing energy efficiency 

issues in IT operations. 
c. Establish proper practices for disposal of materials in alignment with 

regulatory or policy requirements. 
2. Managing IT facilities sustainably 

a. Plan and manage IT physical facilities, including conducting 
environmental monitoring for adverse effects and adhering to health and 
safety standards at work.  
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b. Manage the IT estate in accordance with organizational sustainability 
targets. 

c. Take responsibility for adherence to health and safety regulations. 
3. Aligning IT with organizational sustainability policy 

a. Pursue sustainable IT solutions in accordance with the organizational 
sustainability policy.  

b. Monitor and measure IT energy consumption. 
c. Apply latest approaches for sustainable development in IT projects. 
d. Mastering regulatory constraints and international standards pertaining to 

IT sustainability. 
4. Managing sustainable procurement practice 

a. Make recommendations to enhance organizational procurement processes 
to include sustainability, ethical and compliance perspectives.  

b. Analyze the energy efficiency and environmental aspects of procurement 
proposals. 

c. Verify that procurement processes comply with laws such as intellectual 
property rights. 

5. Managing contracts ethically 
a. Negotiate contracts in accordance with organizational guidelines. 
b. Comply with laws and regulations as well as health and safety standards.  
c. Negotiate contract terms and conditions to include health and safety 

provisions. 
d. Apply judgment in contract negotiations in compliance with laws and 

internal policies. 
6. Maintaining compliance with legislation, regulations, and standards  

a. Understand legislative and regulatory requirements governing IT practices 
as well as industry standards for IT practices.  

b. Interpret relevant laws and regulations correctly to ensure that IT practices 
comply. 

c. Incorporate industry standards into IT practices.  
7. Ensuring that protection of privacy and integrity guide all IS/IT practices 

a. Understand privacy implications of key IS/IT decisions. 
b. Require technical safeguards to protect individual privacy as part of IS/IT 

design and implementation. 
c. Establish a culture in the IS/IT organization that values privacy and 

integrity. 
8. Maintaining an ethical culture  

a. Appreciate the roles of culture and ethics, internal or external to 
organizations, in shaping IS/IT practices in organizations.  

b. Understand and interpret how culture and ethics shape behavior towards 
taking risks. 

c. Learning from negative outcomes. 
9. Understanding the ethical implications of IS/IT decisions 

a. Select appropriate ethical frameworks for analyzing IS/IT decisions. 
b. Analyze ethical implications of IS related decisions. 
c. Justify abstaining from harmful decisions. 
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Competency Area: Innovation, Organizational Change, and Entrepreneurship 
 
Area Description: Innovation, organizational change, and entrepreneurship are concerned 
with the capability to recognize and exploit the potential afforded by current and 
upcoming technologies to address existing and new business opportunities. It also 
includes competencies required to understand and to intervene in different forms of 
business activities (e.g., work units, work teams, processes, organizations, markets, 
society setting) in order to make use of information technologies to improve the way 
those business activities are structured and are performed. 
 
High-level area competencies 
 
The graduates will be able to: 

1. Monitor the environment in order to identify and evaluate new IS methods and 
trends in terms of their appropriateness for an organization. 

2. Develop innovative business models relying on new uses of existing technology 
or new technologies themselves.  

3. Develop a plan to exploit new and emerging methods and technologies for new 
purposes in an organization. 

4. Devise new ways of structuring and performing business activities at different 
levels (individual, team, process, and organization), taking into consideration the 
enabling and enhancing effects of information technology applications.  

5. Estimate the benefits of the new designs, assessing the consequences of their 
implementation, and anticipating potential adverse consequences. 

 
[Note: the individual competencies within the categories below are not intended to be 
comprehensive and are potentially more time-dependent than the competency areas and 
categories. The individual competencies descriptions all start with “Graduates will be 
able to,” which is not included to avoid repetition.] 
 
Competency categories and competency examples — Pre-master’s 
 
 None explicitly expected. 
 
Competency categories and competency examples — Master’s 
 

1. Understanding where and how to monitor the technology environment  
a. Identify and evaluate sources of information regarding emerging methods 

and technologies. 
b. Identify business advantages associated with specific emerging methods or 

technologies. 
c. Identify business concerns associated with specific emerging methods or 

technologies.  
 

2. Engaging in entrepreneurial thinking 
a. Describe the concept of effectual reasoning. 
b. Leverage effectual reasoning to imagine a set of outputs with a given set 

of inputs.  
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c. Map existing and emerging methods and technologies onto the set of 
inputs in (b) above. 
 

3. Developing a business plan  
a. List the components of a business plan. 
b. Articulate a value proposition for a business idea. 
c. Prepare a SWOT analysis. 
d. Perform financial assessment (e.g., ROI, IRR, etc.). 
e. Articulate the risks and rewards of the business plans. 
f. Propose a set of metrics for evaluating a business plan. 

 
4. Innovating by exploiting an emerging method or technology 

a. Identify opportunities to transform a domain of human activity by 
applying emerging technologies innovatively. 

b. Identify the appropriate people to involve in an innovation plan. 
c. Articulate plan milestones – including key decision points. 
d. Describe key metrics that will be used to inform participants at the 

decision points. 
e. Devise novel ways for the provision of business solutions based on IT 

products or services. 
f. Build prototypes to develop a proof of concept. 

 
5. Understanding the diffusion curve and how to leverage different adopters 

a. Compare and contrast Rogers’ adoption curve with Moore’s chasm 
approach. 

b. Describe the interests of different adopter categories. 
c. Develop a plan to engage adopters at various stages along the diffusion 

curve.  
 

6. Understanding how to apply creative problem solving to technology-related issues 
a. Describe a creative problem solving approach. 
b. Given a problem, apply creative problem solving techniques to identify 

possible solutions. 
c. Evaluate those solutions for a given context and make a recommendation.  

 
7. Contributing to organizational development 

a. Contributes to organizational development initiatives bringing up the 
perspective of the impact of IT. 

b. Manage organizational resistance to change effectively 
c. Modify organizational characteristics to enable business process 

transformation. 
d. Enable organizations prepare for change through systematic, planned 

approaches. 
 

8. Identifying opportunities for and designing process improvement 
a. Identify opportunities for organizational improvements through process 

modifications. 
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b. Create, compare, assess feasibility of, and select from multiple options for 
organizational process improvements. 

c. Deploy process changes throughout the organization. 
d. Articulate high-level systems requirements to enable organizational 

process changes. 
e. Apply modern process modeling approaches to identify and document 

existing and future processes. 
 

9. Monitoring emerging technologies to understand their potential to support the 
domain 

a. Understand technology fundamentals sufficiently to identify emerging 
technologies that have the potential to transform the domain. 

b. Align the use of potential emerging technologies with the needs of the 
domain. 

c. Maintain a mechanism to systematically evaluate emerging technologies. 
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Competency Area: IS Management and Operations 
 
 

Area Description: IS Management and Operations are concerned with the capability to 
develop, maintain and consistently improve business performance while providing 
appropriate information systems, services and infrastructure. The capability focuses 
externally on creating value for the business and internally on IS staff motivation, 
performance, and accountability. 

 
High-level area competencies 
 
The graduates will be able to:  

1. Apply professional management skills to design and manage an effective IS/IT 
organization. 

2. Ensure operational efficiency and effectiveness in service delivery. 
3. Govern IS project management principles and support their use in the 

organization. 
4. Manage information systems use. 
5. Manage information resources together with line management. 

 
[Note: the individual competencies within the categories below are not intended to be 
comprehensive and are potentially more time-dependent than the competency areas and 
categories. The individual competencies descriptions all start with “Graduates will be 
able to,” which is not included to avoid repetition.] 

 
Competency categories and competency examples — Pre-master’s 

 
1. Know and apply broadly applied Project Management tools and techniques 

a. Understand the fundamental concepts of work organized as projects. 
b. Understand the principles underlying broadly applied Project Management  

tools and techniques (such as PERT, GANTT, and their implementations 
in a popular tool). 

c. Apply successfully broadly applied Project Management tools and 
techniques to small and medium size projects. 

 
Competency categories and competency examples — Master’s 

 
2. Managing the IS/IT function  

a. Manage the financial performance of the IS function.  
b. Manage IS service production. 
c. Manage IS service marketing. 

3. Managing IS/IT staff 
a. Establish effective processes for managing IS/IT staff performance. 
b. Identify needs for education/training. 
c. Offer an effective education/training program. 
d. Plan and manage recruiting, hiring and retention processes. 

4. Managing IS/IT service production 
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a. Manage the operational processes that must be performed on a day-to-day 
basis to maintain acceptable IS performance levels. 

b. Implement service control processes, including production and distribution 
scheduling, problem control, and service evaluation. 

c. Manage user support so that it serves organizational needs. 
5. Managing IS/IT sourcing models 

a. Identify IS/IT sourcing options. 
b. Select the best IS/IT sourcing option for a specific resource and situation. 
c. Manage IS/IT service and resource vendors. 

6. Managing and coordinating information resources 
a. Identify relevant categories of information resources.  
b. Determine the relevant focus of control for various information resources 

(such as centralized, decentralized, mobile). 
c. Identify and select from various technology options for information 

resource management. 
d. Manage processes for information resource management. 
e. Identify and implement approaches to maximizing the value of 

information resources. 
7. Implementing relevant IT governance framework(s) within the organization based 

on strategic guidance 
a. Train employees on the use of IT governance framework(s). 
b. Provide guidance regarding framework use adapted to the organizational 

environment. 
c. Monitor organizational alignment with the framework. 

8. Understanding laws and regulations directly affecting IS/IT management and 
operations (such as Sarbanes-Oxley, PCI, CANSPAM, HIPAA in the U.S.) 

a. Identify locally and globally relevant laws and regulations. 
b. Ensure compliance of organizational IT with laws and regulations via 

implementation and understanding of established audit practices. 
9. Managing IS/IT projects and programs 

a. Select IS/IT projects to execute. 
b. Determine IS/IT project feasibility 
c. Identify and manage IS/IT project risks. 
d. Plan and initiate an IS/IT project, including project scheduling and 

creation of a work breakdown structure. 
e. Determine and acquire IS/IT project resources. 
f. Manage IS/IT project execution, including schedule, scope, and resources. 
g. Close an IS/IT project. 
h. Organize similar or related IS/IT projects into programs. 
i. Manage allocation of resources, schedules, and conflicts between projects 

within a program. 
10. Managing IS/IT project portfolios 

a. Organize IS/IT projects into meaningful portfolios that are aligned with 
organizational objectives. 

b. Identify and manage IS/IT project interdependencies. 
c. Optimize project timelines within and between IS/IT project portfolios. 
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d. Integrate IS/IT projects for coordinated delivery of new capabilities. 
e. Allocate resources among projects within a portfolio. 

11. Managing software and hardware development and maintenance 
a. Manage software development and upgrade processes. 
b. Manage software procurement and upgrade processes. 
c. Manage hardware procurement and upgrade processes. 
d. Manage systems maintenance. 
e. Manage systems tuning and balancing. 
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Competency Area: IS Strategy and Governance 
 
 
Area Description: IS strategy is concerned with the creation and implementation of long 
term plans for designing, delivering and using organizational information systems to 
achieve strategic business goals and objectives.  IS governance is concerned with 
monitoring and controlling organizational IS resources to ensure alignment with and 
achievement of strategies, goals, and objectives.   
 
High-level area competencies 
 
The graduates should be able to: 

1. Analyze the effect and impact of IS on industries, firms, and institutions; develop 
and implementing plans of action for maximizing firm benefits associated with IS 
design, delivery and use; and manage IS resources financially.    

2. Create and manage the oversight mechanisms by which an organization evaluates, 
directs and monitors organizational IT. These mechanisms may leverage one or 
more governance frameworks; hence, understanding the process of applying and 
analyzing a framework is a critical competency.  Distribution of decision rights 
and organizational decision making practices are another key component of this 
competency area.  

3. Understand methods for measuring environmental impact, establishing practices 
for minimizing environmental impacts, and planning for long-term firm viability. 

 
[Note: the individual competencies within the categories below are not intended to be 
comprehensive and are potentially more time-dependent than the competency areas and 
categories. The individual competencies descriptions all start with “Graduates will be 
able to,” which is not included to avoid repetition.] 
 
Competency categories and competency examples — Pre-master’s 
 
 None specifically expected. 
 
Competency categories and competency examples — Master’s 
 

1. Conducting IS strategic analysis 
a. Understand digital platforms, digital markets, and the process for creating 

and designing new and innovative digital capabilities. 
b. Analyze industry conditions using broadly accepted models and 

understand ways in which IS shapes industry forces. 
c. Analyze IS resources to identify and create valuable, rare and inimitable 

IS resource combinations. 
d. Analyze institutional characteristics (e.g. politics, law, societal norms) 

having an effect on the firm and understand how IS may be used to 
influence institutional characteristics. 

2. Making a financial case for IS 
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a. Prepare and develop documents to articulate the business case for 
investments in IS. 

b. Calculate the economic value of IS taking into consideration tangible and 
intangible costs and benefits. 

c. Calculate the economic value of IS taking into consideration internal, 
within firm, costs and benefits as well as external, between firm, costs and 
benefits. 

d. Calculate the economic value of IS taking into account innovative and 
disruptive solutions. 

3. Managing IS/IT sourcing strategies 
a. Understand factors impacting decisions to purchase and outsource IS/IT. 
b. Make high-level decisions regarding IS/IT sourcing. 
c. Guide tactical IS/IT sourcing decisions. 

4. Engaging in IS strategic planning 
a. Create strategic plans for IS design, delivery and use that exploit 

opportunities identified via IS strategic analysis. 
b. Create IS goals and objectives for strategic plans and define mechanisms 

by which IS goals and objectives may be measured. 
c. Create plans for the efficient management of IS platforms and IS markets. 

5. Planning and implementing IS governance 
a. Understand and select relevant governance frameworks (e.g. COBIT, 

TOGAF, ITIL) to guide, manage and govern organizational IT resources. 
b. Manage the deployment of relevant governance framework within the 

organization. 
c. Understand methods for enhancing alignment between IT and business 

goals. 
6. Planning for and improving sustainability 

a. Develop strategic plans of action for minimizing the environmental impact 
of firm products, operations and personnel in an economically viable 
manner. 

b. Measure sustainability impact of IS operations and personnel. 
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Competency Area: IT Infrastructure 
 
Description: The IT Infrastructure area covers competencies that allow the graduates to 
contribute to needs analysis for and design and implementation of effective, technically 
correct IT infrastructure solutions. 
 
High-level area competencies 
 
The graduates will be able to: 

1. Design integrated communication networks for small and medium size 
organizations, including local area networks and the use of wide-area network 
technologies to connect the local networks. 

2. Specify requirements for large-scale network solutions. 
3. Design an implementation architecture for organizational data processing and 

system solutions, using both internal hardware resources and external service 
solutions. 

4. Negotiate and enforce contracts with providers of IT infrastructure services. 
 
[Note: the individual competencies within the categories below are not intended to be 
comprehensive and are potentially more time-dependent than the competency areas and 
categories. The individual competencies descriptions all start with “Graduates will be 
able to,” which is not included to avoid repetition.] 
 
Competency categories and competency examples — Pre-master’s 
 

1. Designing data communication networks and data center and server solutions 
a. Understand the advantages and disadvantages of core design approaches 

for local area networks and select an appropriate design approach for a 
specific organizational situation. 

b. Understand the advantages and disadvantages of core design options for 
wide-area networks and select an appropriate design approach for a 
specific organizational situation. 

c. Select an appropriate server architecture for the purposes of the domain. 
d. Design the characteristics of a network and data center solution based on 

the needs of the domain. 
2. Selecting appropriate client devices to support the needs of a domain 

a. Analyze the benefits and disadvantages of various client device types. 
b. Select an appropriate set of acceptable client devices for a domain. 
c. Determine whether or not the “bring your own device” model is 

acceptable for an organization. 
3. Securing IT infrastructures 

a. Understand how the infrastructure design solutions impact the security of 
a specific infrastructure design. 

b. Apply security principles and policies effectively during the process of 
infrastructure design. 

c. Implement foundational infrastructure security solutions based on 
contemporary technologies. 
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Competency categories and competency examples — Master’s 
 

4. Specifying and monitoring infrastructure contracts 
a. Determine service level agreement (SLA) details based on domain 

needs, including protections against service disruptions. 
b. Evaluate actual service provision compared to the SLAs. 
c. Apply relevant quality management tools and techniques.  

5. Negotiating contracts and managing infrastructure vendors 
a. Identify potential vendors. 
b. Select a vendor for a particular infrastructure need and negotiate a 

contract with the vendor. 
c. Maintain mutual understanding of key challenges of the domain. 
d. Manage transitions from one vendor to another. 

6. Managing infrastructure risks 
a. Consider risks into account in the context of an infrastructure 

design solution. 
b. Monitor infrastructure status from multiple perspectives and take 

appropriate action in case of irregularities. 
c. Design and document appropriate processes for risk analysis and 

management. 
7. Designing virtualization solutions 

a. Understand the role of virtualization in the context of effective use 
of server capacity. 

b. Select an appropriate virtualization approach to serve the 
organizational needs. 

c. Implement and monitor the performance of the implementation 
solution. 

8. Designing infrastructure solutions using external service provider(s) (cloud 
computing) 

a. Understand and correctly apply the right factors to determine the 
suitability of a cloud computing solution for the infrastructure 
needs of the domain. 

b. Analyze the specific infrastructure needs of the domain. 
c. Prepare and submit a request for proposal (RFP) based on domain 

needs analysis. 
d. Select a cloud service provider based on responses to the RFP and 

negotiate the final contract. 
e. Implement the cloud computing solution and monitor its 

operational performance. 
9. Maintaining a set of standards and policies and understand the key laws and 

regulations to relevant infrastructure decisions 
a. Identify and specify the key elements of a policy for acquisition of 

IT resources. 
b. Identify IT standards appropriate for the domain. 
c. Understand the key laws and regulations relevant for the domain. 
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Competency Area: Systems Development and Deployment 
 
Area description: Systems Development and Deployment encompasses the design of 
information systems, including the design of how humans interact with and how they 
experience IT artifacts. It also includes competencies related to systems implementation 
and the deployment of systems to organizational use. 
 
High-level area competencies 
 
The graduates are able to: 

1. Analyze and specify requirements for IT artifacts thorough study and 
documentation of the whole or of part of some form of business activities (e.g., 
work unit, work team, process, organization, market, society setting) in terms of the 
actions they involve and the information they deal with. Define requirements for IT 
artifacts that are capable of enhancing the way existing business activities are 
structured and performed or enabling new forms of business activities. 

2. Design and document IT artifacts that meet specified requirements taking into 
account non-functional requirements (including user experience design) and 
organizational, technical, infrastructural and other constraints. 

3. In the context of iterative processes that integrate analysis, design, implementation 
and operations, develops and deploys IT applications that satisfy user needs. 

 
[Note: the individual competencies within the categories below are not intended to be 
comprehensive and are potentially more time-dependent than the competency areas and 
categories. The individual competencies descriptions all start with “Graduates will be able 
to,” which is not included to avoid repetition.]  
 
Competency categories and competency examples — Pre-master’s  
 

1. Documenting existing systems 
a. Select appropriate data collection methods and techniques for the 

investigation of business activities. 
b. Investigate business activities in order to develop an in-depth understanding 

of those business activities. 
c. Involve stakeholders in the investigation process, leading to a shared 

understanding of the business activities. 
d. Document business activities, on their different relevant facets, using 

appropriate representation techniques. 
2. Specifying and documenting systems requirements 

a. Identify scenarios of IS/IT artifact use to enable and support domain 
activities. 

b. Document the requirements for IS/IT artifacts based on the domain needs. 
c. Makes and documents formal agreements with relevant stakeholders 

regarding project requirements in a form appropriate to the systems 
development approach. 

d. Manages system change requirements in a form appropriate to the systems 
development approach. 
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3. Identifying and selecting from systems design and implementation alternatives  
a. Identify multiple alternatives for systems design and implementation based 

on requirements and the systems development approach. 
b. Select the most appropriate systems design and implementation approach in 

a specific organizational and system context. 
4. Designing systems 

a. Determine a design plan based on the requirements, organizational context, 
and the systems development approach. 

b. Design the architecture and the components of IS/IT artifacts. 
c. Validate the compatibility of the design with the user requirements using 

mechanism appropriate to the systems development approach. 
d. Establish and maintain a communication model with various stakeholders 

that is appropriate to the systems development approach. 
e. Apply organizational design methods, tools, and standards. 

5. Designing user experiences 
a. Design human-computer interfaces and interaction sequences taking into 

account the envisioned user experience. 
b. Refine user interface designed based on results of user experience evaluation 

and feedback from users. 
6. Implementing a systems solution using a modern programming language 

 
Competency categories and competency examples — Master’s 

 
7. Selecting between systems development approaches 

a. Understand the benefits and disadvantages of plan-based, hybrid, and agile 
development approaches. 

b. Determine the organizational and domain constraints to the use of plan-
based, hybrid, and agile development approaches. 

c. Select a development approach for the organization and a system context. 
8. Managing plan-based, hybrid, and agile development approaches 

a. Understand the key principles of managing plan-based, hybrid, and agile 
development approaches. 

b. Manage a simple project following one of the key development approaches. 
c. Understand the key DevOps concepts for integration between development 

and operations and determine when they are relevant for application in a 
specific domain. 

9. Specifying and documenting systems requirements 
a. Selecting appropriate requirements specification methods considering the 

system type, organizational context, and selected systems development 
approach. 

b. Determine the impacts of various requirement alternatives on the practice of 
the domain. 

10. Designing systems 
a. Estimate costs of various system design and implementation alternatives 

using formal estimation techniques appropriate to the systems development 
approach. 
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b. Analyze the domain impact of various design and implementation 
alternatives. 

c. Evaluate and manage risks associated with various design and 
implementation alternatives. 

d. Ensure that the system design is compatible with both functional and non-
functional requirements of the system. 

e. Integrate open source components in an appropriate way to the systems 
design. 

11. Implementing and testing an application 
a. Use a modern application development environment to produce an IS/IT 

artifact based on relevant design documentation. 
b. Select a development approach appropriate to the characteristics of the IT 

application under considerations and to the existing resources and 
development team and conditions. 

c. Plan development work according to the principles and guidelines of the 
selected development approach. 

d. Document the implemented product for later reference and maintenance. 
e. Plan and carry out tests for functional and non-functional requirements.  
f. Carry out various tests (unit, integration, migration) of new software, new 

software modules and upgrades in a realistic environment. 
12. Installing and integrating a new application 

a. Perform acceptance testing of the application. 
b. Install the application onto a computing platform.  
c. Configure the application so it fits to the supporting computing platform and 

to other applications with which it must interact. 
d. Configure the application so it fits to the organizational environment. 
e. Plan and carry out tests to installation and configuration. 
f. Migrate information stored in pre-existing applications to the new 

application. 
13. Managing external systems development resources 

a. Communicate requirements and designs effectively with external 
development resources. 

b. Monitor the progress of external development resources. 
c. Validate the outcomes of the work of external development resources. 

14. Managing IS/IT development projects 
a. Apply project management principles to a software development project 

understanding the requirements and constraints set by the systems 
development approach. 

b. Use relevant tools and techniques to manage a software development tool. 
c. Manage development resources in the context of a specific systems 

development approach. 
d. Maintain a management culture and approach to personnel management 

compatible with the systems development approach. 
15. Designing user experiences  

a. Design user interfaces and user experiences so that they are appropriate for a 
specific local context. 
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5.2  Specifications of Individual Foundational Competencies 
 
In this section, we will briefly suggest a list of specific individual foundational 
competencies that MSIS 2016 graduates are expected to attain. These competencies 
include the following: 
 

• Analytical and critical thinking 
• Creativity 
• Collaboration 
• Ethical analysis 
• Leadership 
• Mathematical competencies 
• Negotiation 
• Oral communication 
• Problem solving 
• Written communication 

 
They will be specified at a more detailed level in later versions of the curriculum. 
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6. Next Steps and Call for Action 
 
The task force’s current plan for the rest of the MSIS 2016 curriculum recommendation 
project is as follows: 

• Public review and targeted feedback solicitation of the second deliverable: March 
21, 2016 – April 21, 2016 

• Extension and integration of the materials into a full curriculum document utilizing 
feedback from the second deliverable: March 21 – May 31, 2016 

• Public review of the full curriculum document: June 1 – June 30, 2016 
• Panels at ECIS June 12-15, 2016 (submitted) and PACIS June 27 – July 1, 2016 
• Revision of the curriculum document July 1 – August 15, 2016 (including final 

face-to-face meeting in the context of AMCIS 2016, Aug 11-13, 2016; panel at 
AMCIS 2016 [submitted]) 

• Final public review period August 16 – August 31, 2016 
• Submission of the document to AIS and ACM in Fall 2016 

 
The task force invites both academic and practitioner members of the IS community to 
comment on this proposal. There are several ways to do that: 

1. You can comment publicly on the msis2016.org website where this document will 
be available for comments. 

2. You can send e-mail to the co-chairs of the MSIS 2016 committee (ekarsten@abo.fi 
and htopi@bentley.edu). 

3. You can respond to a survey that the task force will make available by the end of 
March 2016. 

 
Developing a model curriculum is always a community effort, and the MSIS 2016 will rely 
on your contributions to move from this draft to a final curriculum recommendation. Thank 
you very much in advance for your critically important contributions!  
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Appendix	A:	Executive	Summary	of	Summer	2015	Deliverable	

ACM and AIS established a joint task force responsible for developing MSIS 2016, a 
revised version of the master of science model curriculum in Information Systems (IS), in 
fall 2014 based on a comprehensive review and recommendation by a preliminary 
evaluation task force. The members of the joint task force are Sue Brown (University of 
Arizona; representing AIS), João Alvaro Carvalho (Universidade do Minho; AIS), Brian 
Donnellan (Maynooth University; ACM), Eija Karsten (Åbo Akademi University; AIS, co-
chair), Jun Shen (University of Wollongong; ACM), Bernard Tan (National University of 
Singapore; AIS), Mark Thouin (University of Texas at Dallas; ACM), and Heikki Topi 
(Bentley University; ACM, co-chair). The task force started its work in January 2015, and 
it is planning to complete the MSIS 2016 revision by December 2016. 
 
The MSIS 2016 curriculum recommendation will be a comprehensive revision built on the 
foundation of earlier MSIS curricula, specifically (Gorgone and Gray 2000) and (Gorgone 
et al. 2006). The key principles underlying this revision are as follows: 

• The MSIS is a professional practice master’s degree that always integrates 
computing with a specific domain of practice. An MSIS degree develops 
professional competencies that prepare the graduates for work as an IS professional. 
In addition, an MSIS degree can provide a foundational preparation for academic 
research. 

• An MSIS degree requires as its foundation a completed undergraduate degree in IS 
or in another computing discipline or similar competencies achieve through other 
means. 

• The students without necessary competencies in computing can gain a sufficient 
prerequisite competency level by taking appropriate bridge courses (pre-program 
leveling courses). 

• An MSIS degree requires foundational studies in its domain of practice as a 
condition for entry to the program. For students without a sufficient background, 
bridge courses can be used to provide it. 

• A student entering an MSIS program should have a minimum competency level in 
statistics that can be acquired through a typical university level course in statistics 
or analytics. 

• The MSIS 2016 recommendation has no expectations regarding prior professional 
experience. It is, of course, possible and fully acceptable that individual schools or 
departments create MSIS programs targeted to experienced professionals that 
require a pre-specified level of professional experience.  

• An MSIS degree provides the students with competencies in four areas, the relative 
emphasis of which varies depending on the program: 

o Domain of practice (such as business, health care, legal, government, K-12 
education, higher education, etc.) 

o Computing/information technology  
o Management and organizational practices related to the structure and 

operation of computing/IT, and 
o Individual foundational competencies (such as written and oral 

communication, critical thinking, ethical analysis, teamwork, leadership, 
etc.) 
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• An MSIS degree typically involves no less than eleven months of full-time study 
and requires at least 30 semester hours (USA) or 60 ECTS credits (Europe). 

• In addition to the MSIS, it is easy to envision a large number of different types of 
post-experience master’s degrees in IS. Providing curriculum guidance for all those 
program types would be a qualitatively different effort from developing the MSIS as 
specified here. Thus, these degrees are not directly included in the scope of this 
project. 

The MSIS 2016 will differ from MSIS 2006 in the following respects: 
 
• MSIS 2016 specifically acknowledges that achieving a minimum level of MSIS 

competencies does not require professional experience. The document, however, 
also recognizes that it is possible and in many cases advisable to offer MSIS degree 
programs targeted to students with a higher level of experience. There are also other 
types of master’s degrees in Information Systems  (such as those focused on a single 
specialty), but MSIS 2016 does not directly provide curriculum guidance for those 
program types. Particularly the post-experience programs are by definition highly 
diverse and designed based on the needs of the local student population. 

• The degree outcomes will be specified with competencies categorized into four 
areas: domain of practice, computing/IT, IS/IT management, and individual 
foundational competencies. 

• MSIS 2016 recognizes explicitly that business is not the only domain of practice. 
• MSIS 2016 provides support for a variety of national and regional curriculum 

models around the world. 
• MSIS 2016 articulates the expected graduate competencies at a more detailed level 

than MSIS 2006 did and the proposed curriculum is specifically based on expected 
graduate competencies. 

• MSIS 2016 recognizes the significant changes that have taken place in the program 
delivery environments, particularly in the form of MOOCs and other on-line 
programs. 

This document includes a summary of the task force’s work in documenting global 
master’s programs in IS. This summary describes significant regional, national, and 
university differences between typical master’s programs. The programs vary in terms of 
the characteristics of the students entering the program, the length of the program, the 
amount of required student work, and the degree structures. The most striking differences 
are in the (nominal) amount of student work required to complete the degree: at the low end, 
many programs require about 1350 hours, whereas the ones with the highest requirements 
may need 3200 hours.  This is, of course, also reflected in the length of the program: some 
MS programs can be completed in a year whereas others may require two years of full-time 
study. These differences cannot be only explained by differences in the prerequisite degree 
type. 
 
A significant amount of space in this document is dedicated to a discussion on qualification 
and competency frameworks, such as the European Qualifications Framework, the 
European e-Competence Framework (e-CF), the Skills Framework for the Information Age 
(SFIA), and Occupational Information Network (O*NET). Because the curriculum of MSIS 
2016, as stated above, will be largely driven by target graduate competencies, it is essential 
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to define these competencies with support from well-defined frameworks. SFIA and e-CF 
are good candidates for being such a framework, but it is essential to introduce them 
carefully to the IS community because they have not been utilized in IS curriculum 
development work earlier. For example, the current version of e-CF introduces 39 
competences categorized into five clusters: PLAN, BUILD, RUN, ENABLE, and 
MANAGE. In addition to the competence frameworks, it is essential to understand models 
of careers and career paths as a foundation for specifying the graduate competences. 
 
At this stage [in Summer 2015], the task force provides only a brief description of one 
possible model that specifies expected MSIS graduate competencies. Its components have 
been chosen from the 39 e-CF competencies, which largely focus on the technical 
(computing/information technology) and IS management competency areas. In this analysis, 
competencies belonging to the PLAN, MANAGE, and ENABLE clusters were identified to 
be the most important for MSIS. The most important e-CF competencies were found to 
map well with the high-level IS competences identified in IS 2010. 
 
The document concludes with a brief discussion regarding the possible characteristics of 
the MSIS 2016 curriculum itself and the next steps in the curriculum development process. 
 
See msis2016.org for the full revised version of the task force’s first deliverable. 
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